Privacy and Security in Online Social Networks
Department of Computer Science and Engineering
Indian Institute of Technology, Madras

Lecture — 08
Tutorial 2, Part 2, Facebook API
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So, now that we have learned the basics of the graph API using this graph API explorer,
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we will now learn how to collect data programmatically. Now one problem in doing this
is the lifetime of the access tokens that we are using. If you recall in the last video we
discussed that it is essential to have an access token in order to collect data from the
graph API. One thing we did not really pay attention to was that these tokens have a very

short life Span.
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Access Token Info X
rs
o A 145634995501895 : Graph AP| Explorer
n
User 100001955345494 : Tom Jerry
1i
Vaiid True
nf
Expiration Time 1468324800 (Tue Jul 12 2016 17:30:00 GMT+0530 (IST)) d
Scopes user_birthday, user_education_history, user_pholos, user_friends, user_posts, email, public_profile, basic_info

Open KzAccess Token Tool

S— - ————
“created_time": “2016-07-11T07:42:43+0000",
"id": “1413735098927291_1590606651240134"

“message”: “#GoogleIndia #SkillUpScaleUp program https://twitter,com/GoogleIndi
“created_time": “2016-07-11T707:37:02+0000",
"id": "1413735098927291_1590605991240200"



For example, if you open this access token in the access token debugger tool,
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you will notice that this token expires in 38 minutes, which means that if you make a
request to the Graph API using this particular token after 38 minutes, the API Will'not
Feturn any data, instead it will FetUrR'an error saying that this token is invalid or expired.
If you intend to collect data programmatically for a prolonged period of time, you cannot
keep on generating a new token manually after every one or two hours and put it in the

code. So, Facebook provides a way to extend the validity of these tokens, but for that you
need to create an app of your own.
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Application: (71 Graph API Explorer ¥
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Learn more about the Graph AP syntax

To create an app, you need to first register yourself as a developer; click on the blue
register button on the top right of the page.
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00Q Tom Jerry

For your security, you must re-enter your password to continue.
Password: |

Forgot account? Cancel m

Facebook will ask you to reenter your password.
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So, enter your password.
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Click on this button to accept the privacy policy and click next.
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We need to verify your account to complete your registration. Your Phone
Number will be added to your timeline but won't be visible to your friends.

Country Phone Number

India (+81) v

Get Confirmation Code
Send as Text

Confirmation Code

You can also verify your account by adding a credit card. 1]

o 23

Now in order to successfully register yourself as a developer, you need to register a

phone number with your account. So put in your phone number.
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Register as a Facebook Developer X

We need to verify your account to complete your registration. Your Phone
Number will be added to your timeline but won't be visible to your friends.

Country Phone Number
India (+81) v

Get Confirmation Code
Send as Text

Confirmation Code

You can also verify your account by adding a credit card. 1»!

e 23

Then click on the ‘Send as Text’ button, you will receive a SMS with a confirmation

code.
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Put in this confirmation code in the designated box, and click ‘Register’.
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Once you register successfully, you will notice that the blue register button is now gone.
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And there is My Apps drop down menu in place of that register button. Click on this
drop down and select ‘Add a New App’.
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Add a New App

Select the platform to be ‘Website” option with the www.
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Add a name for the app you want to create, let us say, test underscore nptel.
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the Facebook Platiorm Policies Cancel m

And click create new Facebook App ID. You need to assign a category to this app.
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Create a New App ID

Create test_nptel App?

Contact Email

tha Facebook Platiorm Policies Cancel

Let us say education, then put in your email id and click ‘Create App ID’.
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Piease select all the photos which show a wristwatch.

Our security check will pop Up here. So, follow the instructions on the top. So, it Says

‘select all wristwatches’ in this case. Select the appropriate images and submit.
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www

Quick Start for Website

o o

Setup the Facebook SDK for JavaScript

<script>
window. fbAsyncInit = function
FB.init({
appld ¢ '1103921336311650',
xfoml i true,

version 1 'v2.6

So, the APP has now been created.
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appld ¢ '1103921336311650',
xfbal t true,

version ¢ 'v2.6'

(function(d, s, id){
var js, fjs = d.getElementsByTagName(s) (@] ;
if (d.getElementById(id)) {return;}
js = d.createElement(s); js.id = id;
js.src = "//connect. facebook.net/en_US/sdk. js";
fjs.parentNode. insertBefore(js, fjs);
}document, 'script', 'facebook-jssdk'));
</script>

e SDK with advanced settings.

Tell us about your website

Site URL

Scroll down a bit. The page will ask you for your website

putting any valid URL will work.

. It does not really matter. Just
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appld + '1103921336311650',
xfoal : true,

version : 'v2.6'
B

| H

(function(d, s, id){
var js, fis = d.getElementsByTagName(s) [@];
if (d.getElementById(id)) {return;}
js = d.createElement(s); js.id = id;
js.src = "//connect. facebook.net/en_US/sdk. js";
fjs.parentNode. insertBefore(js, fjs);
}document, ‘script', 'facebook-jssdk’));
</script>

You can aiso configure the SDK with advanced settings.

Tell us about your website
Site URL
hitp:/iwww.google.com|

k]

Let us say http www.google.com. Then click next and scroll down.
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Finished!

And that is it. We have completed the APP creation process.
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window. foAsyncInit = function() {
8. init({
appld + 1009213363165,
xftal 1 true,
V2.6

version
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Now, when you click on ‘My Apps’ on the top right corner, you will see this page

showing your APP name and ID.
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Click on the APP name to open the apps settings page.
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APPID: 1100021336311650 - View Analytcs § Tos&Sppon Docs .

Dashboard
test_nptel
AP! Version Aop 10
wa 1103921335311850
Agp Secret
40ea7 038034 Feset
Get Started with the Facebook SDK
Choose & Plattorm
Facebook Analytics for Apps
Get Analytics and Trends
i i Tyt Now

Now click on this ‘Show’ button to reveal the app secret code. Now, we will use these

two objects ‘App ID’ and ‘App Secret’ to extend the validity of our access token.
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Open a new tab and open the Graph API explorer again. In another tab, open the Graph
API documentation page which talks about access tokens. If you just search for access

token in the documentation, you will easily find this page.
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Go to this ‘Expiration and Extension of Access Tokens’ section, scroll down a bit.
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And you will see the format of the GET request that you need to make to extend the

access token.
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GET /oauth/access_token?
grant_type=fb_exchange_token&amp;

client_id={app-id}&amp;
client_secret={app-secret}&amp;
fb_exchange_token={short-lived-token}

A

Make this call from your server, not a client. The app secret is included in this API ¢

never actually make the request client-side. Instead implement server-side code that 1
then pass the response containing the long-lived token back to your client-side code.

string than the original token, so if you're storing these tokens, replace the old one.

Once you've retrieved the long-lived token, you can use it from your server or ship it t
to use there.

An imnortant note: Anns are unable to exchanae an exnired short-lived token for a lor

Now, if you notice, we need three things to make this request.
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The client id.
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client_secret={app-secret}&amp;

Client secret.
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fb_exchange_token={short-lived-token}

And a short-lived token.
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GET /oauth/access_token?
grant_type=fb_exchange_token&amp;

client_id={app~id}&amp;
client_secret={app-secret}&amp;
fb_exchange_token={short-lived-token}

k

Make this call from your server, not a client. The app secret is included in this API ¢
never actually make the request client-side. Instead implement server-side code that |
then pass the response containing the long-lived token back to your client-side code.

string than the original token, so if you're storing these tokens, replace the old one.

Once you've retrieved the long-lived token, you can use it from your server or ship it t

to use there.

An imnortant note: Anns are unable ta axchanae an exnired short-lived token for a lor

The client id and client secret are the same as the APP ID and APP Secret that we just

obtained in the last screen when we created the APP test nptel.
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test_tel

Learn more about the Graph AP! syntax

Now, let us get the short-lived token. Go back to the Graph API explorer, select the test

underscore nptel app that you just created from the applications drop down menu.
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Application: 7] | test_nptel ¥

= Get Token v

" % Get App Token

Leam more about ¥ Get Page Access Token

Click on get token, get user token.
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" user_friends ] ~ user_work_history
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Events, Groups & Pages

ads_management
ads_read
manage_pages
pages_manage_cta
read_page_mailboxes
Open Graph Actions

- user_actions.books user_actions.music
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Other

read_audience_network_insights  read_custom_friendlists read_insights

Pubic profie included by detautt m Ot | ["Concat

Again select any permission, say email, and click “Get/Access Token’.
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ss Token: | () EAAPsArceX2IBAKTXRICQVG4DNmXVY3GZAKITvswbxKc9p6ZBXe85s7qz9ISPIXJoKgDIKr101

Access Token Info X
GET
App 1103921336311650 : test_nptel
User 269058526796136 : Hughes Brian
Valid True

Expiration Time 1468332000 (Tue Jul 12 2016 19:30:00 GMT+0530 (IST))

Scopes email, public_profile

Open In /R:cess Token Tool

And you have this short lived access token generated using your own test underscore

nptel APP. Again if you open this access token in the access token tool.
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You will see that this token also expires in about an hour.
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Open in Access Token ool

So, now we have all the three components that are needed to get an extended access

token.
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So now, open a new tab and type in http graphs.facebook.com oauth slash access

underscore token question mark grant underscore type is equal to fb underscore



exchange underscore token and client underscore id is equal to the App ID.
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Acp Secret
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Get Started with the Facebook SDK
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And client underscore secret is equal to the APP secret and fb underscore exchange

underscore token is equal to the short token that we just generated.
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And press enter.
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So this request needs to be made using https, so just add https in the beginning in the

address bar and press enter and here you go. We have successfully generated an extended
access token.
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Now copy this access token, starting after the access underscore token is equal to part,

until just before the ampersand sign.
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Copy this token. Paste it in the Graph API explorer, and open the access token tool.
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So, you see here that this token is valid for two months
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If you go back to the documentation, this is Wheré the documentation page also says that
the extended token is good for about 60 days. So, now that we have a token that does not
expire for 60 days, we are all §ét to write our program to collect data from the Graph



API.
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prateekdewan:NPTEL_PSOSM_2016 prateekdewan$ vi facebook_data.py

To do this we will use the terminal in python, which we learnt in the previous tutorial. So

open the terminal and create a new python script using the vi editor. Let us say facebook
underscore data dot py.
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We start by importing the requests library that we saw in the previous tutorial. If you
recall, requests is the python library, which is used to make http requests. Now we define
a new function, say, get underscore page underscore data, which takes one parameter,
which is the page id. The beginning of the function body is indicated by a colon sign.
Now python is an indentation base language, so to define a code block within a function,
we will add an indentation level to the entire body of the function. This is equivalent to
the curly braces in C or C++. Just like the body of a function is defined within curly
braces in C; in python, the function body is defined within an indentation level. Once
you get back to a lower indentation level, you exit the function body. So we press tab to

create an indentation level, and start defining the function body.

We first define a variable which will contain the URL that we would send the request to.
So, we say URL is equal to http graph, no, https graph dot facebook dot com slash the
page id converted into string format - you can simply use plus sign to concatenate strings
in python - slash feet question mark limit is equal to one hundred and access token is
equal to access underscore token. Now we need to define this access underscore token

variable before we can use it. So, we say access underscore token is equal to
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this extended token that we just generated.
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Now we say data is equal to requests dot get URL. So, we @re just sending a get request
to this URL and storing the response in a variable name data. Now we need a text part of
this response, which will contain the data returned by the Graph API. So, we store the
text part of the data in another variable called the response. And we say, print response.
And we get back to our original indentation level indicating the end of the function body.

Now, to call this function, we type the function name followed by parenthesis.
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And will add the page id parameter in the parenthesis, that we are supposed to pass to

this function. So we go back to the explorer, search for NPTEL pages again, get the page

ID of the second result, copy it, and pasted in the quote.
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Now we write this file and quit the editor by pressing escape colon wq enter.
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NPTEL 2 dewon$ v1 fox
prateekdenon:NPTEL_PSOSM_2016 prateekdewon$ python facebook_dato.py

Now to execute this code, type python space facebook underscore data dot p y and press
enter.
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And you get the entire data written in a JSON format. This is exactly the same response

you saw from the Graph API explorer, except that this has no line breaks, so it is harder



to understand in this format.
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Now to be able to read this data more efficiently, we will make use of the JSON library
for python, which is used to pass JSON objects, if we remember we discuss that the
graph API written data in JSON format. So, you type import j s 0 n. In most cases, this
library comes preinstalled in python; if you do not have this library installed, you will

see an error message saying no module name ‘json’ when you run the code.

You can install this library using pip that we discussed in the first tutorial. Just type sudo
pip install json in the terminal and the library will be installed. So, we now load response
text in JSON format using json dot loads data dot text and print the information present
in the data field of the JSON response. So, the JSON format is essentially a key value
pair based format, where the key is the name of the field and the value is the information
present in this field. So, when we say response with this string data in square braces, the

data here is the key and the values is all the post preset in this field.
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Now notice that the content present in the data field is a list which is similar to an array
in C or C++.
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So let us print the Oth element of this list, which is the post. So, there you go.



(Refer Slide Time: 14:33)

@ Terminal Shell Edt View Window Help MO N D a ¢ ¢ W50 W Toe120 183 Praet Q =
20 T

This prints the first post exactly as we just saw in the Graph API explorer. Now, let us try

to query the version 2.0 of the API to get more details as we did using the explorer.
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So, we add v 2.0 slash just before the page id in the URL.
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And run the code again. So, the response received is exactly the same as you got in

version 2.6, no extra information was returned.
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Now why is that? If you go back to the explorer, you notice that now in the version drop

down there are no old versions of the API available.
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This is because when you create a new app, this new app does not have access to any
older versions of the API beyond the current version. So, in this case, since version 2.6 is
the current version and our APP was created after the version 2.6 was released, our APP
does not have access to any API version before version 2.6. Remember that the APP you
were using in the beginning was the Graph API explorer APP which was created long

ago by Facebook itself, so it has access to all the older versions of the API.

So, let us try to iterate over of the posts in the data list returned by the API. We will use
the for loop in python for doing this. So, we say for post in response, square praces, data
colon. So, now, we create a new indentation level to define the body of for loop, just like

we did for the function. And we say print post square praces message.

Now what this loop will do is it will go over every element or post in the data list one by
one and assign the element to this variable named post. So, when we are inside the loop,
this post variable will be storing the current element being iterated by the loop. So, the
contents of this post variable will be updated upon each iteration of the ‘for’ loop. And
we will print the value corresponding to the message key present in the post in each
iteration until all the post has been iterated over. We print a couple of new line characters

to differentiate between the different posts.
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Now let us run this code. So, you see all the messages printed separated by two blank

lines.
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Now let us learn how to handle the API response, when the results are returned in

multiple pages. If you remember, we saw in the first tutorial that if the number of results



are greater than a certain limit, the API is also returns a URL to the next page of the
results which you need to visit in order to get the complete results. So, let us reduce this
limit to say 20, so that we will get 20 results in each page. We already saw that the
NPTEL page

we are guerying had about 65 posts in total. So, if we set the limit to 20, we will get
results in four pages, the first three pages containing 20 results each, that is 60, and the
fourth page containing five posts, totaling to 65. So what we need to do is to create a
loop which will keep a track of the next page URL, and keep on guerying the next page
as long as needed; until the point where the API response does not contain a next page

URL anymore. So, we say next underscore page is equal to response paging next.
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So, if you notice in the response, there is this key called paging. Inside the paging there
are again two keys previous and next. And the value corresponding to the next key is
what we need. So, we keep on visiting this next page until the API response does not

contain any paging key.
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Notice that the data key is still present, but it is an empty list now, meaning we have run
out of responses. We saw only three pages here since a limit was set to 25 by default. So,
the first two pages contained 25, 25 posts that is 50, and the third page contained the

remaining fifteen total into 65, and this last page is empty.
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So, we pick up the next page URL in the first page of the results; let us move this after
the print statement. And we say while next underscore page colon and we begin another
loop, a while loop this time. So, this loop will keep running as long as the next page
variable has something in it, meaning as long as it is not blank or null. And inside this
loop we send a get request to this next URL, and store the response in a variable named
response. So, we are just over writing the response with the contents of this next page.
Let’s just add a debug print statement, when the loop begins, found next page. So, every
time this loop executes, this message saying that we found a next page will be printed.

Let us comment out the earlier print statements to avoid confusion.

And now we will check, if this new response that we got has a key named paging in it.
So, we say if paging in response, now inside this if, we again need to check if there is a
next key present in paging. Sometimes, it may happen that there is a paging key, but it
only has a previous page and no next page. So, we cannot just rely on the paging key
alone. So, inside this if block, we again check if next in response paging; and if both the
above conditions hold true, we know that there is a next page. So, we update the value of
this next underscore page variable with the next page URL. So, next underscore page is

equal to response paging next.

Now what happens if there is no next page, so we say else print next not found. And we
say next underscore page is equal to none with a capital N. We update the value of the
next underscore page variable to None, which is the same as null in C or C++. So, if this
happens, the condition in the while loop will become false and as we discussed, the loop
will break in the next iteration if the next underscore page field is blank or null, as we
just defined. Similarly, if there is no paging key in response, we create an else block
corresponding to the outer if block. And print paging not found, and again update the

next underscore page variable to none.
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So, let us save this file, exit the editor and run this code. Clear the terminal. python space
facebook underscore data dot py, enter, OK. So, there is an error on line 16, so we forgot

to add the dot text part in the get request inside the while loop.
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requests
json

access_token =

(page_id):
url = +str(page_id)+ +access_tq
data = requests.get(url)
response = json.loads(data.text)

next_page = response[ 1C ]
next_page:

response = )sonAloaaslrequests.get(next_puge)Atex.
response:
response[ 1R
next_page = response[ 1

next_page =

next_page =

get_poge_data( )

So we add dot text, save.
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And run the code again. Clear buffer, python space facebook underscore data dot py,
enter. So, there you go, we found four pages as we just discussed, and the fifth page did
not contain any paging key as we expected which made the while loop break. So, now,
we have also learnt how to handle paging using python.

(Refer Slide Time: 23:43)

@ Terminal Shol Edt View Window Hebp BU N D a ¢ ¢ s B T2)d 1848 Pratest Q =




As one last exercise let us see how to collect likes on a post through python. So, we pick
up the id of the first post that appears in the results post underscore id is equal to
response, data, 0, id. And we define a variable containing the URL for getting likes, likes
underscore URL is equal to https graph dot facebook dot com slash post id slash likes
question mark limit is equal to 100 and access underscore token is equal to the access
token. Let us print the post id too. And let us just directly print the response. We say print
requests dot get likes underscore URL dot text. And let us add an exit statement just after
this; we do not need the rest of the code to execute. So, the program will just exit after

this print statement.
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Save and exit the editor, clear the terminal.
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And python space facebook underscore data dot p y enter. And you see the post id of the
first post followed by the likes. To verify these results just copy this post id.
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Go back to the graph API explorer and paste it in the guery bar followed by slash likes,

press enter.
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The same results show up here as well. So, in this tutorial, we learnt the basics of the
Facebook Graph APl from scratch, and saw how to collect data from API
programmatically using python. In the next tutorial, we will learn how to collect from

Twitter and see how to store data in databases.

Thanks.



