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Welcome back to the course Privacy and Security in Online Social Media, this is week 6.
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Topics that we will cover

* Overview of OSM

* Linux / Python / Twitter APl / Mongo DB / MySQL
[Hands-on]

* Trust & Credibility

* Privacy

* Policing

* Social Network Analysis, NLTK [Hands-on]

* e-crime

* Plotly / Highcharts / Geo-location analysis [Hands-on]
* ldentity resolution

* What next — Deep learning, machine learning, NLP, mr e
Image analysis ﬁ o

So, what we have seen until now is generally, overview of online social media. We have
had a lot of hands on tutorials @BOUE Linux, Python, Twitter API, Mongo DB, MySQL and
then | went into topics like Trust and Credibility, then we saw Privacy, last week we saw
what is Policing how BRIiieNsecial media is being used by police organizations
specifically in India and what research problems, what questions that you can actually

study from the data that you collect from these social media services.
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Multiple Police Dept. on OSN

ECEMENUSTGUICKIVABINYOU what we saw. Multiple police Biganizationsihave actually

adopted using Facebook, Twitter, for sharing for interacting with the citizens and that is
the topic that we saw in the context of policing. A specific question that we saw was how

we can actually use this data from social media to collect actionable information.
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Objective of Study

Whether OSN can support police to get
actionable information about crime and
residents’ opinion about policing activities in
urban cities of India.




Is it possible [WENCANNCONEEE some actionable information? Is it possible to use this

information for making any interesting judgments?
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Understanding Needs

In this context we also saw that how we can use the text content that is posted on these
social media services to take some actionable information. For example, [RiSiifeeshows
how you can understand the needs of citizens who are posting on these networks. Like
for example it says, need to be punished, need to hang this guy. So, these are the needs

from the citizens who are posting this content on Facebook or Twitter or other social

media services.
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Understanding Wants

hear more of these .
see 11:: msshwn:e'!vy\!no such rapist .
and delete the rest ?
know .
say thanks to BCP SIR .
to tell this to our parents because my friend marriage is going to hap
ask you one question if those teachers of vibgyer school prooved
want read in papers about all the solved cases and the next , we dont v
work not people who want to beg and make children beg .... | sug
beg and make children beg .... | suggest u take up the issue of g
protect that bastard ... why you dont have any daughters .... you ¢
save your daughters from like this bastards ... why you are protect
BCP to seriously look into this issue .
details i can give
a safe city and we are dependent on you ..
his spouse , daughter , parents and relatives to see his face in T.V an

Then you can also look at understanding wants, which is what is that citizens are
interested in wanting from police, this . like want to hear more of these, here want to

see the punishment of such people, want to say thanks to BEPISIK. This is something we

saw earlier and we are just going to quickly brush it only.
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Research Questions

* RQ 1: Topical Characteristics
- Nature of content and topics that characterize social
media discussion threads
* RQ 2: Engagement Characteristics
-How do citizens and police engage in social media
discussion threads?
* RQ 3: Emotional Exchanges
- Nature of emotions and affective expression that
manifest on social media
* RQ 4: Cognitive and Social Orientation

-What are the linguistic attributes that characterize m 2k
cognitive and social response processes? '

| N



The four questions that we saw specifically where, topical characteristics, what topics are
being discussed, how the engagement - police and citizens are happening, what
emotional exchanges are happening between citizens and police, specifically we also
looked at - violence and topics around that. Finally, we looked at cognitive and

social orientation, linguistic attributes, unigram, and bigram, and topics around that.
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Methodology

85 Public and official Police Department

Average age 3 years (from 2010 — April

2015)

47,474 wall posts and 85,408 status
updates

In this data specifically what we saw was collecting data from 85 publicly and official
departments between this period of a 2010 and 2015, the analysis was done on 47,474
wall posts and 85,000 status updates.
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Technological Implications

* Helping communities to make consensus
based decisions regarding support and actions
they seek from police

* Help gauge changing emotions and behaviour
among citizens
-Timely and early predictive analytical systems
* Sense and record the reactions of citizens and
share these records with decision makers
- Take timely measures and gain better insights

And of course, the technical implications of doing all this is helping communities to help
the police organizations, build technologies which can be used by citizens to interact with
police better, build technologies that police can use for interacting with citizens BEtter

and making the society @isafel place to live.

So, that is the broader goal of studying these concepts on social media. As | said in the
last week also | would really like to see people talk about their city police organizations
and interactions if any, on the forum, | i@Vemot seen anything much until now, but I think
for now many of you may just understanding the content fatiSjUSEEhe content itself. But
it is actually great to see some going to see some interesting questions, students are

asking in the forum.
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Topics that we will cover

* Overview of OSM

* Linux / Python / Twitter APl / Mongo DB / MySQL
[Hands-on]

* Trust & Credibility

* Privacy

* Policing

* Social Network Analysis, NLTK [Hands-on]

* e-crime

* Plotly / Highcharts / Geo-location analysis [Hands-on]
* Identity resolution

* What next — Deep learning, machine learning, NLP, ﬁ B
Image analysis .

P

So, what we will do now is we will move on to another topic from here. The topic now |
want to look at is e-crime; e-crime, cyber crime anything that is around electronic crime,
but focus it only on the social media context. Crimes happen all around the places -
. internet, using the web, but people will focus on - kind of crimes only that is

happening on social media.

And as the pattern on the course, we will do some basics now in the first part of this
week then | will get into some research questions or questions that one could answer
using the data that is been collected on crimes from these social media services itself. We
will do these hands on tutorials also, which is looking at social network analysis tools

and then NLTK. And there are other hands on tutorials also that are we have planned over

the COUISEIOF next few weeks.
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Different crimes on OSM

* Phishing
* Fake X

+ Social reputation: Fake followers /
Crowdturfing

* Clickbaiting

* Account compromise

* Account impersonation
* Work form home scam

So here is a list of not a comprehensive list, here is a list of crimes that I thought I will
cover before getting - details of any one particular topic. We are going to look at one
or two topics in detail, but before that let me just walk you through some crimes that
happen on online social media. | am sure some of this we are already aware but let me
just - it to get your sense of what the crimes that are going on in these social media

services.
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Phishing

* Act of tricking someone into handling
over her login credentials in order to
exploit personal information

The first one which is phishing, and again these are not arranged in any particular order
and they are not comprehensive at all. The phishing problem on social media services,
the act of tricking someone to into handling B I6G@iAG details which is basically there is
a, in traditional ways in emails, in email domains you get emails which says please click
on - or please click on the links to update a password or your account is expired

click on this link to activate your account.

When you click on this link you are [akeH to a fake web site which sometimes looks like
a legitimate website, but sometimes it does not need to be looking - a legitimate

website also. And when you go there it is asking for username, password and when you

give the username, password, you gfelbasicallyisharing the credentials to SOMeoNe eISe.

And these kind of emails iaVelbeentplaying around for a long time and there are many
sophisticated attacks that has happened using these emails; phishing itself, just phishing,
sphere phishing. Sphere phishing is a way by which you target a set of people. For
example, in this course | GOUIANJUSENAIGEE only the people who are taking this course
saying as though it is email coming from PK at IIIT, saying please ElicKiOn thislink to
know fllFtREE links that I have actually posted on the web about the course. And gl of

course, some of you may be interested in what | am speaking about the course - you



will click on the link, but it is not actually a legitimate email or a legitimate link. So that
is about sphere phishing, but then there are other types of phishing also, which is whaling
where the specific CEO’s of a company are targeted while sending . these phishing
emails. There are many different types of phishing attacks fatihavelbeeni going on. So,

that is traditional.

But now when you move on to the social network, these attacks fiaVe also calculated the
social media services also. For example, a link on to the Twitter fileling will tell you that
please click on this link to get SOMeNMoney and then when you click on this link or please
click on this link to change the Facebook password that you [i@Velcreated, there was some

problem in your access with Facebook; click on this link to update the password.

As in the traditional way if you click on this link you will end up actually going to a fake
website and giving away the credentials, that is phishing and | mean you can think of it as
a phishing as in the traditional ways in emails itself, but spreading on the social media
services. There could be a link on Facebook, there BOUIE be a link on Twitter; fiefeicould
be an email to say, please click on this image to get some more information about a topic

and it could actually take you to a fake website. So that is phishing.
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Phishing

* Facebook Technical Support sent you a
notification

* Facebook new login system

* Facebook credentials being important now!




So, specifically the examples in phishing that are going on now or fiaViélbeen around for
sometime is Facebook technical support sent you a notification saying that, there is some
problem in your account please go Vefify. Facebook new login system that is emails
going around which says that Facebook _ a new login system and click on this
link to create your account on this new login system or merge this account to the
Facebook account and things like that, these emails fi@Velbeeni going around.

And if you really look at if] Facebook credentials BfeNbecoming more and more
important, because if | know your Facebook credentials | actually get to know your
friends, | actually get to know your - of usage, interest and topics that you may be
interested in SPENAING tIMe. These things can be used against you. So that is the reason
why Facebook credentials are also becoming more and more popular, compared to the
email address, compare to the financial account details that one - also chasing before.

That is phishing.
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Fake customer service accounts

Chartes.
' everytime I've been on my banks website
lately, it's not been working. Frustrating

@Ask

A real customer tweets at a major bank.

& In reply &

Instant &
@TheUsualStudio Dear Charlee, We sincerely apologize for this. Log

into your account via our secure sign on
channel

Fraudsters intercept the tweet with a link to a fake support
site that tries to steal her actual bank account credentials.

Let me walk you through some fake things that are going on online social media also.
Here is one which is fake customer service accounts which is, | have a problem I actually
- tweet saying | have problem - this bank. For example in this case every time |
have been on my bank's website lately, it has not been working, ffliStfating. They are



actually tagging the right bank; they are tagging the right organization. For example, we
could actually think of the same thing tagging IBF€ Bank, ICICI Bank. These kinds of

organizations have legitimate accounts and people using Twitter can . them.

So, what happens now? This is a real tweet and real customer asking for real problem.
What the fraudsters do is they look at this tweet, they have mechanisms to figure out
these kind of tweets are going on. They actually reply to these tweets as though it is the
bank which is replying to fhiSiWeet. And HEYAWill create accounts which are very similar
to the real account and reply to the post BSHHOUGNIENE real account, real BfgaNiZationtis
actually talking to you. In this example the Usual Studio Dear Charlee, We sincerely

apologize for this - login to your account via secure sign on channel blah blah blah.

This is the customer service account; fake things that is going on, which is real customer
taggiig or connecting to a real bank Bganization or an organization. The fraudsters
create accounts which are very close to the real account @i actually start interacting with
the customer. These is fake customer service account problem. This particular example is
on Twitter, but BRENeoUld think of such problems being on all social networks also.
Because all of these legitimate organizations are actually using social media to interact

with their customers.
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Fake comments on popular posts
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See less

View on Facebook

Scammers often pretend to be Facebook users so they can comment on posts
that lead to a credit card phish.




Here is the second one, fake comments on popular post. I think some of the posts that
that become very popular. Let us take the prime minister was - about it, if it was
Obama who is - about something these posts become very popular. And when these
posts become very popular there . also lot of comments. For example, now | am sure if
you look at the Olympics Facebook page or the twitter i@hdlé or the hashtag, people are
actually talking a lot about things that are going on in the Olympics in the context of

Facebook page and Twitter accounts also.

Therefore, what SCammersidg is that they actually pretend to be Facebook users so they
can comment on this. For example, I could create an account, I could create Facebook
account which looks very legitimate, | can start posting on these Olympics relevant post
which are very popular and | will kick you from that to a fake website, and get your
information. And if you too click on this link I will give you also down Soemalwaresin
YOUlf code and things like that.

So that is a second type of a fake thing that is going on, which is fakelcomments on
popular posts because the reason why it is popular post is that it gets in more and more

fashion, and more people actually get to see - is connected to the topic that people are

more interested on.
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Fake live streaming videos

.
—

e v ble-tv X Av-Cable et )
Pepsfentermalouieénncysafe image phodd-AQUNGGHTpANGmweT 208h+120
Watch Golden State Warriors vs Milwaukee Bucis »>»>Livehttpy/goo.gl/3akegt

/003~ mobRie-tv-pe-tv-cable-tv-li ing-radio-stat
info/)<ccce 3 Liventtp/googv3alagl (Mitp//sportsvslive.net/nba-mobile-tv-
pe-tv-cadle-tv-live-streaming-radio-station-info/jccc<< (Share
https//exernalocftednnet/safe_imagephp?
GeAQUNEQHTpANKyim & we] 208 he7 208 urlohttp % SAK2F % 2F sportsvsliveneth2
Fwp-content’2Fuploads K2F 2014%2F 1 1%2F b listings pgdcfs=1)

See less

Here's a comment that an online thief posted on the Facebook page of an NBA
team that promises a live-stream of a game.




The third one is fake live streaming videos, which is particularly in the context of
Olympics and cricket matches, world cups and things like that, there is tendency of
actually looking for these matches in live. Here is an example where this post is actually
saying live video for this match, right? If you are interested in watching it in your laptop,
in your phone you fERENE actually look at these pages, look at fi€8@ links which talks

about this game and tend to actually taking into a fake website.

Fake live streaming videos, which is there is no video, there is no real video which is
connected, but the SCaMMers actually tend to take the users to fake things. And they do
this in the context of some games that are going on, some events that are going on, some
shows that are going on. For example, currently in terms of Rio somebody says that
currently India fi@§ won medal and here is the video of the match. So, that is the kind of

scam that is going on in the context of live streaming videos.
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Fake online discounts
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Fraudsters create fake social media accounts for real businesses like Netflix
to carry out financial phishing scams.

The next one is fake online discounts which is, scammers take the real account, real
organization in this case - Netflix, it could be anything Facebook, it could be Flipkart, it
could be any real organization. They create fake accounts that looks like FEalNDUSINESS
and they are actually carry out - using these fake list, but giving you discounts.
Like for example Netflix could say that, this page which is a fake page, it could say that



therelis'a 0 percentidiseotint in Netflex account that you open now. 40 percent discount

for the next 6 months, if you open the account right now. - kind of posts can actually
- people into using these fake accounts, fake pages, fake services. So, that is the next

fake crime that I thought we will talk about.
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Fake online surveys and contests
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Criminals use the comment section to target as many people as possible with fake
online surveys and quizzes that steal personal information.

Next type is, Fake Online Surveys and Contests. These kind of scams have been around
for a long, long time, where the criminals of these scammers get you to - fill the
survey to get some money, to get some information. For example, how do you know your
personality? Personality test and find out other people who are bonding your date, who
has the same personality and ERiRigS like that, while these kind of things fiaVelbeen around
for a long time. And there were also contests, win 1000 Rupees for filling on this survey.
So these have being there in traditional ways now ffiéseshave moved on to the social
media services. Here is an example where, what is your opinion, we - like to know,

participate in our research SURVEYS and enter to win prizes, here is the link.

Again this is a fake I8, this could actually be malicious, and this could actually be
collecting personal information. But the source of starting this is getting you to click on
the link a survey or contest. So, that is the last cyber fake version that I thought | would

actually mention it to you. Quickly a few fake crimes that you can think of - fake



customer service account, fake comments on popular post, fake live streaming videos,
fake online discounts, and fake online surveys and contests. So, these are the different

types of crimes that can be go scams that can be happen on social media services.
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Foursquare Spam: Fake Tip

Advertising / Marketing

s

Buy the original XanGo mangosteen juice at best price
http://www.x1concept.com

Scam / Phishing

Castomet Sigs In

Here is few more, - | think if you look at my first slide where | showed you
different types of fake crime things | - going to talk about, fake was - part. Now
here is another one which is a Fake Tip: Foursquare is the most popular location based
social network. In this foursquare for example I could actually walk into - and then say
that | i@V checked into 11IT Delhi. So that is the check in, and you can also [EaVeatip) |
go to Safavana Bhavan | gat'food at'Saravana Bhavaniand | say that the food is pretty
good. So, in that . people actually, the scammers and the criminals actually post

information that can take you to a fake website.

For example, here by the original XanGo and mangosteen juice at best - this link.
This is the tip posted on particular location, so it is taking you to link which could be
actually phishing - also studying, giving you information, advertising about such
certain productd. So that is the fake tip, the information that are posted in a tip that is not
relevant to that particular venue, and taking - a fake content is the problem here. So,
that is the fake BEGOURE foursquare.
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Social reputation
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Social reputation has become such a big deal now, everybody talks about | have 2.5
million users and then 2.5 million followers, then the number of likes that you have on
your page is becoming the way that people measure your influence in the society. Even
among friends, it does not have to be the celebrities, politicians, even among friends you
are more, more curious about how many friends Otherthave. The social status is now
being measured by the presence in social media; by the number of likes that you get on

posts, number of friends that you have, it is becoming more and more popular.

For example, Facebook likes and Amazon reviews, YouTube likes, the endorsement that
happens on LinkedIn where you are endorsed for a particular topic, how many people
have endorsed you, what topics - been endorsed. These are becoming a measure
of influence in the society, number of tweets, number of followers, number of followings,
all of them become a measure by which people think of your social reputation. But the

problem is all of them also have problems, because of these ways by which creating

social fepuitation’has’happened) you can actually manipulate these social reputation also.
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Social reputation manipulation

Amazon Sues 1,000 People Over Fake Reviews

In this case, some examples that | had put [filfiefeNis Flipkart, social reputation can be
manipulated by actually writing good reviews about product. So, - become a big
way by which you can actually manipulate the social reputation of the product, of the
company, of the seller, all of them can actually Pelmanipulated. It is actually a very big
problem in terms of studying Amazon’s - or Flipkart’s reviews also for products.

Here is a case; Amazon sues 1000 people over fake reviews. People have been studying
With reviews problem for a long, long time. It is not BAN reviews, it is also about
studying the fake followers, studying the fake endorsements, all of them are actually
- problems. If anybody is interested in taking up some of these, these are actually
very interesting problems, very challenging problems also and very real - problems
which is, you can actually look at the solutions that JOUSBUIIEN becoming / influencing
people’s thinking.
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Clickbaiting

X Celeb Style Weekly

You'll NEVER believe which two stars got into a fight on the red carpet last
night!! CLICK to find out which starlet they were fighting over!! ---->
http://bit.ly/1b7quT9

Here is another problem in terms of crimes on social media. Clickbaiting, where you are
actual (ifeCtoryOUKeepIngathe \ebsite, so you go read a particular page of news or
something, there they present you with information which is sometimes relevant
sometime not relevant and HigY take you to a fake website. SOJHEIE in this case also, the
link here, this information was actually pfesented in one of the social media services
where it was taking iffolafake website. Clickbaiting - getting you to click on links which

are not legitimate.
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# hijacking

Hashtag hijacking; hashtag hijacking is also becoming a big issue these days, - all
of you know what a hashtag is. Hashtag is the way by which a particular . of tweets, if
you want to talk about now Olympics you use hashtag Rio 2016. So that is the way of
using hashtag Rio 2016, you are saying that the content that | am posting is connected to
this topic, so Twitter Caniactually bringin all these posts which has hashtag Rio 2016 and

show it to people who are interested in it. So, that is the logic behind using a hashtag.

In this example where CocoCola has actually posted tweet which says, ‘Time for a Royal
Celebration hashtag Royalbaby’. Here what coke is doing is, coke is actually using a
hashtag which is very popular otherwise for actually selling ffi€if product. That is

hijacking right, foyallbaby is nothing relevant to coke. [THEyMare kind of using it to
promote their products. So that is one way of hijacking the hashtag.
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# hijacking
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Here is another example also. Why | stayed [li@8 a hashtag fat\Was trending, was getting
popular so fRiSPIZZa) DiGiorno Pizza thought of using this popular hash g actually to
sell to mention about pizza. [FHeYAUSedithis hashtag why | stayed because you had the
pizza, but unfortunately this also back fire, here is the post that they had to actually
apologize for doing this post. A million apologies, did not read what the hashtag was
about. The hashtag was actually used in some of the context where people were actually
using this hashtag talk about a particular situation. Therefore, taking the hashtag which is

not relevant to this topic, using it for selling a product is actually hijacking.

Now just further talking about for example, you would say something about what you are
doing now with the hashtag Rio 2016 which will actually show HpS0R people who are
looking at timeline for the posts which has Rio 2016. So that is the problem in with

hashtag hijacking.
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Compromised account

AP The Associated Press & F®N Following
Breaking: Two Explosions in the White
House and Barack Obama is injured

& Reply TV Retweet W Favorita oo
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Compromised account, | have actually shown this particular tweet even in my trust and
credibility section, but | brought this back just to tell you different problem, I think I
explained the problem then but | [WillBeXpI&iR it in the context of e-crimes also.
Compromised account, where [ Associated Press is a verified account and this account
was compromised for sometime which is, somebody else had access to this account and

the tweet was, Breaking: Two Explosions in the White House and Barack Obama is

injured’ I am sure you can glllagreethat the effect this tweet MUSEHave nad.

This is account compromised, somebody else getting access to your account because of

leak of USEFNaMe password and getting that to [iSUSE, getting the account to be FiStsed

also. That is compromised account.
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Impersonation

Kiran Rao Filés Complaint Against Imposter For Fake Facebook Account

Impersonation: Impersonation is also another problem which is | can take an account like
for example, any of you in the class | can take some details of you that | know pictures,
and your city, and the information that | could GOlIatesffom online sources, use that to
actually create an account which BSHROUGRNOOKS like it is JOUl. Here is @lcomplaint that
Kiran Rao has actually - saying that fake account has been created, and there are
many, many fake accounts like this. If you know remember the policing section | also
showed you about the fake account of police organizations also. And it is not just about

individuals, even organization's accounts are actually created fake.
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Work from home scam

WANTED e

eD00K
Want to make an EXTRA SALARY simply
by filling out surveys for major companies?
Get Paid $5-$40 per survey,
and they just take 5-10 minutes each!
I made 80 bucks last week at opiniongathering.com

Here is another interesting problem which is, Work from home scam. Again these things
- been in traditional ways for example, if you are driving down somewhere in the
signal, - will see a post which says, ‘want to won 1000 Rupees - sitting at home
please call this number’ these kind of scams are being there. Here is an example of a
scam that [Nent popularinPifterest where this iiage was actually floating around, ‘want
to make an extra salary simply by filling out survey for major companies, here is a
website to go to. You get B@ill 5 to 40 dollars P& survey. This is work from FOREScam.
Again there is a lot of scams which are similar to these work from home scams, different

versions that are very popular on social networks. So, this is an important scam also.

With that | will actually wrap up my first part of the week 6, where | thought I will just
introduce you to different scams, different crimes, because we will talk about Efilfies in
this week, looking at different crimes some data was collected, what kind of analysis
could be done, what kind of solutions that we could Bliilld in reducing €S problems of

crimes on social networks.



