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Welcome back to the course Privacy and Security in Online Social Media, this is week 5.

Hopeyoulhavenenjoyed the course by doing the home works, doing some of the

exercises that we are talking in the class and generally also getting excited about the

course.
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Topics that we will cover

* Overview of OSM

* Linux / Python / Twitter API / Mongo DB / MySQL
[Hands-on]

* Trust & Credibility

* Privacy

* Social Network Analysis, NLTK [Hands-on]

* e-crime

* Plotly / Highcharts / Geo-location analysis [Hands-on]
* Policing

* Identity resolution

* What next — Deep learning, machine learning, NLP,
Image analysis

This is the general overview of the course ,we are looking at the topic of privacy now.
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Experiments

* Online = Online
* Offline — Online
* Predicted SSN from public data

Last time in the week we saw the content about privacy and how privacy implications are
going on Online Social Media, in particular we saw some experiments where they are
done, an analysis of data from online and online, offline and online and sometimes
looking at predicting the Social Security Number also. The online and online study that
they did was to take up data from Shaadi dot com type of sites like Match dot com
eomparelit to Facebook pictures, then see whether they were able to identify people from
this matches. Offline and online, they took pictures of students walking around .
campus and compared to their Facebook profile and Hfiénysaid that this is YOl profile
and then got some confirmation about the pictures that they downloaded from Facebook.

They use this publicly available data online, offline, all the data to predict actually Social
Security Number and they were successful in predicting 1 in 10 percent of the data that
they saw with some confidence of the fiV@ldigits0f Social Security Number. So, that is a
kind of thing that we have seen until now.
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Let me tell you few things more about privacy on Online Social Media and then we
move on to another topic this week. It is not only that pictures, and you can use these
information from social media, but you can actually use something more specific
information like a location also to find out where you are and where you have been

moving around and things like that.

Here is one study that FES€archers have done to show that privacy information from

Foursquare which is BRelofthe location based social networks, Oielofithe very popular
location based social network. Data from Foursquare can be actually used to find out

where you live.
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These two research which wass done back to back is to inferring home location from the
check ins that you . in foursquare. | am not going to get into details of study that is why
| put the pointers to the papers, but | will talk you in general how this was done, how this

could be done, and how you can actually look at some of the data yourself also.

Foursquare is one of the popular online social networks, just for locations it is called
location based social network. The different topics - different concepts in foursquare
are check ins. Check ins is, you check in to the hotel, you check in to the airports and
similarly you check in to a location in foursquare and you can actually also - a tip,
let us take if | go to Sarvana Bhavan|iCORNAUGREPIAce in Delhi. | have food there and |
cantleaveaitip saying that food was pretty good. And you can also become a mayor in
foursquare which is, if | visit this place, if | visit this location in foursquare the most

number of times in the last 60 days, | become the mayor of this location.

The mayor information can be actually pretty useful. Today organizations are monetizing
this check ins and mayorship in foursquare. Also someone actually is providing you free
parking spots if you are a mayor of that location for the week. This information that is
you check in can actually be used to find out your location, your home location also.

People have studied other things, people have studied actually from the pictures that you



upload can | actually find out your home location. This work is specifically focused on
finding out the home location from social networks like foursquare, and there - a high

confidence in finding out the home location with the foursquare check ins that people

Mobility of people is actually not that much. ARGtHer concllsion that they also found
was people do not move a lot from their current location. With this information like

check in, mayorship, they were able to actually find out with the high confidence the
home location of the person within few kilometers of distance of EFfor.

Therefore, social network data privacy, initially we saw some survey where people
actually said about their information of the social networks, then Ml looked at some
studies where pictures uploaded on social media and pictures uploaded on these publicly
available websites which feyicalled as unidentified SOlfcesicanibe actually used to find
a person specifically or uniquely - an individual. So here I am saying that your

location can be also inferred from the social networks like foursquare.
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Interested?

* WWW http://www.www2017.com.au/
* |CWSM http://icwsm.org/2017/

* COSN http://cosn.acm.org/

* CSCW https://cscw.acm.org/2017/

If you are interested more in this topic I actually high recommend you to get some of
these pointers, which is these are all the conferences where the topics of privacy and



security in Online Social Media in general also gets published, but also specifically about
these topics like, image analysis connected to the data from the web, pictures which is
what we talk about and location and things like that. WWW - which is one of the top .
conferences in internet space; then, there is conference on web and social media which is
ICWSM. Then there is conference on online social networks and fRefemisnalso

collaborative work which is CSCW.

These are not the GOMPrENensivetlists) these are just to tell you that if @iy of you is

interested in looking at these topics more, you should probably be looking into these
pointers. And of course, if there is any questions fiéelffeetto drop it on the forum.
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Topics that we will cover

* Overview of OSM

* Linux / Python / Twitter APl / Mongo DB / MySQL
[Hands-on]

* Trust & Credibility

* Privacy

* Policing

* Social Network Analysis, NLTK [Hands-on]

* e-crime

* Plotly / Highcharts / Geo-location analysis [Hands-on]
* Identity resolution

* What next — Deep learning, machine learning, NLP,
Image analysis

Now, | thought I will actually move on to another topic GiVeR that we are in the week 5

we should actually start looking at other topics also in the course.

So, until now you have done general overview of Online Social Media some Linux,
Python, [i€ehRical topics like trust and credibility which just looked at privacy. So, what |
thought 1 will do now is about spending this week's content mostly on topic called

policing.
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How you use OSM?

* How many friends and followers do you have
on Facebook and Twitter?
* How many of you are friends with police on
your social network?
* How often you use social networks to
-Post comments
~Interact with police

Ever wondered What makes police to
use social media?

| would definitely like [0MR€&aE from students in the class about how you [HSEloRliNe social
media particularly the kind of questions that | have in the slide. How many friends and
followers do you have on Facebook and Twitter? If you can post all this in forum it will

be nice to see how the participants of this course are actually using Online Social Media.

How many of JOUNaKE friends with the police on your social network? Police, | mean
Police Organizations; how often do you use social network to post comments or interact
with police? And of course, the question that . going to be trying to address in this
week content is actually what has police PEeRIUSING Online Social Media for, what fiaVe
theybeeH doing, what can they do, how we can actually help, how people using social
media like you and me can actually participate with the police - social networks.
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The Power: Social Media

Do you remember this picture?

| do not know how many of you have seen this picture before, but this is the first time
ever the social media was actually used to attack BfiSiS, to actually find out what is going
on in real world before people actually, before the first _ before police actually
got to it. This is US airways airplane that landed on - river and you could see
people are actually trying to get out or people trying to help. But the first picture and the
first tweet that came out, but this picture was actually a person walking on the riverside

posting a picture saying that ‘I am going to actually go help them.’

First until then this was in 2009 until then, the social network Twitter or any other social
network was actually mostly used for talking to each other, saying what they are doing,
hash tag Monday morning, things like that, were the once that were used to talk on social
networks like Twitter and Facebook. Whereas, first time it was used to solve the

problems, solve the crisis is actually this one.
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¥ Follow

DefendedinTheStreets

@KimaniFiim

And of course, there the police is being part of the social media, social networks for
some time now. Here is my example \WHEfe it became very interesting. So, hash tag
myNYPD, is the hash tag that NYPD police posted saying with this tweet ‘do you have a
photo with a member of NYPD, tweet us and tag it, with myNYPD. It may be featured
on our Facebook page. This came out on Twitter and they said that we can actually post
the pictures on our Facebook account. Interestingly, with this hash tag they started

getting pictures like this.
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. Michael Krieger
This is what the top pictures on #myNYPD hashtag look like at the
s 280wt | moment: &

17 38 Fav

It is not only like that they got pictures like this which is from my NYPD.
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#myNYPD to #myLAPD

#MyNYPD Twitter Fail Spawns #MyLAPD, Showing Police
Hard At Work Beating Folks Up

b,

o GagaCheat ¥ Follow

#MyLAPD well, it's @HawthornePD in L.A. county so it counts.
Watch your dogs! Your police force working for you.

132 L

But interestingly there were also pictures, this hash tag went from myNYPD to
myLAPD. The point here is that, these kinds of strategies that police use is also

happening on Online Social Media which is to take up the hash tag, get public to



participate and uploading the pictures and of course sometimes you get different kinds of

pictures i@l what they meant or expected.
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Multiple Police Dept. on OSN

Let us come back to the Indian context. In the last few years probably last one and half or
2 years there is a lot of adoption of Online Social Networks, Online Social Media
services in India also. Here are some examples, I am going to go through a lot of
accounts, handles which [i@8ib&eR using Online Social Media in the last few years. And
then, over the process of actually talking about these handles | am also going to inject
some technical topics in terms of what are the problems, how actually people - this
course and people understanding the social networks technically can also help in
identifying these problems. The one on the top left is actually Delhi traffic police, the
one on the bottom is actually Hyderabad city police. | will actually show you more

details about examples also pretty SO0R.
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BLR City Police on OSN
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i BENGALURU CITY POLICE
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Tweet by Add, Commissioner of Poiice - Traffic
Bengaluru City.

Dr. MA. Saleem, IPS
@AJdICPTraffic

Promier enforoer forlaw and order i the ciy of We are taking up raffic signal synchronization on 10 corridors in the city for
smooth traffic flow.

Keep citizens informed

Here is the general way by which Police Organizations are actually using the social
media services. This is a Facebook page of Bangalore City Police. In India now,
Bangalore City Police, Bangalore Traffic Police, Delhi Traffic Page, - the very
popular handles in the country now. And that is why - will get, teaching this particular
course is actually pretty BXGiting for me, it is because we are actually [60Kifg at topics
which are very rather fEleVanty i meantjust open your Facebook now and look at
Bangalore City Police you will actually look at some of the things | am talking now.
Bangalore City Police is the verified page you can see a blue tick next to the top left of

Bangalore City Police.

And there is about thousands and thousands of likes this picture that was taken some
time back | am sure the likes have changed now. And in the bottom the picture showing
you an example of a typical post that comes from these kinds of police pages. The post
says that ‘we are taking up traffic signals synchronization on 10 corridors in the city for
smooth traffic flow’ and it is coming from handle AddICPTraffic. So the idea is that

citizens can inform about what is going on in the decisions that they are making.
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BLR City Police on OSN

§
" BENGALURU CITY POLICE
A ;é:\

Tweet by Addl. Commissioner of Police - Traffic
Bengaluru City.
Dr. MA. Saleem, IPS
B @AddICPTraffic

f

Typical Post Looks like

We have commenced operations of BMTC buses on Avenue road from
today on experimental basis, Hope to decongest Town hall area.

2 1 share

AN v ve terrrive for pedestrans.. avenue road has so many
car's, pedestnans and kiggage autos gong
Lie - Reply

Bengaluru Cry.
Dr. MA. Saleem, IPS P .

Asour el s Keep citizens informed l
@AddICPTraffic

We are taking up traffic signal synchronization on 10 corridors in the city for
smooth traffic flow.

And you can of course see a number of likes, people interacting with these posts, with
the Police Organizations.
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TR,

) . Tweets  Twesis &replies  Photos & videos

M N Reddi, IPS
1

M N Reddi, IPS, YOUR Commissioner of M N Reddi, IPS Liid .
Pofice, Bengaluru Ciy. Tying to make My new bio for @CPBIr : * M N Reddi, IPS, I l \
Bengaluru Police, YOUR OWN POLICE! <A 5 . |
U Commissioner of Police, Bangalore City. —
s R Trying to make Bangalore Police YOUR

So CPBLR, at CPBLR is a handle that got very popular about one and half years before.
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This is the current account of CPBLR, it has a part | just took the screenshot a few
minutes before actually preparing this K of slides. It is about 10000 tweets, the
account is following 60 people and about 688,000 people are actually following this

account. Then this shows that this account is actually very popular.

For example, probably | took the screenshot a year or sometime before IOOKION 28th
last year probably and it says about 335,000. And now it is actually August 2016 it is
about 688,000. The activity of this account is actually very high and the number of
followers; the interaction that this account has with citizens is also pretty high.
Therefore, they §ail a lot of followers.

So, what we are going to be looking at this is, how these accounts are doing, in specific
WEWIlIFAISONB0K at some data that was collected to analyze Bangalore data itself.
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Popular departments

USA

New York 383,372 147,000 No 2012
Boston 137,403 312,000 No 2010
Baltimore 36,530 70,400 Yes 2012
Metropolitan, Columbia 16,071 56,900 Yes 2008
Seattle 12,912 103,000 No 2010

UK
Greater Manchester® 98,193 205,000  Yes 2011

West Midlands* 86,904 115000 No 2008
Essex* 66,461 85,300 No 2011
London* 46889 267000 No 2011
Northern Ireland* 26,173 71,300 No 2009

Just to give you a sense of how the Police Organizations around the world are. Police
organizations like New York, Boston, Baltimore and many, many other cities have
actually adopted Facebook’s and Twitter’s. Here {Nelar@ just showing you the Facebook
which is likes and followers. [FREICOMMON post and joined is that joined is the year that
they started. Post is whether they are allowed to actually post the content on the
Facebook page, because on Facebook you can actually control whether the people who

haVeNliked the post or people who are accessing this page can actually post on to the
page.

In UK also fieFelias been a lot of adoption of Facebook. Of course, if one is interested
you could actually look at this topic more closely and do a lots of analysis on analyzing
the post, analyzing the content that is going on online social network, both in the police
in context. If any of you are interested in doing it, - of - interested in looking
at this problem more closely I will be happy to actually chat with you.
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Popular departments - India

Police Departments  Likes Followers Post  Joined
Bangalore Traffic 2,49,968 8,045 Yes 2012

Delhi Traffic 2,02,858 2,59,000 Yes 2011
Hyderabad Traffic 1,88,480 1,361 Yes 2012

Bangalore City 1,05,463 12,100 Yes 2011

Kolkata Traffic 63,789 - Yes 2010

Chennai 50,979 1,108 Yes 2013

Gurgaon 43,901 718 Yes 2013

Gurgaon Traffic 24,475 - Yes 2010
Hyderabad 13,602 537 Yes 2014 . D
UP Police PR 8,486 4,585 Yes 2013 I
Guwahati Police 3,255 295 Yes 2011

SONRERE is the situation what is [MIRGIAINOWS This is slightly outdated @afa but I think

this is Bangalore, Delhi Traffic Police which are actually popular, and of course many
cities - actually adopted getting on to Online Social Media and particularly Facebook

and Twitter.

There is a little bit of YouTube but I think YouTube is pretty small. In our case the
accounts have probably started after 2010 or 2011 and all the pages that are created in

India for using for policing allows citizens to actually post on these pages.
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Bangalore Police

% Bangalore City Police

96 O MISSION OF BANGALORE CITY POLICE|
y»" "a, Law i Lpheld tarly and imiy; 1o proven: of

§ % | keenthe peace in parinership wth the cor|
- Lo % professed 10 work without fear, tavour or pr
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Bangalore City Police

Cash reward of Rs. 10 Lac on providing information of these Wanted
Criminals

Yasin Bhatkal, Tahaseen, Asadullah Akhtar and Wagas are all 'WANTED
CRIMINALS' by the Anti Terrorism Squad (ATS) Mumbai in connection with
the Mumbai and Pune Bomb blasts in 2011 and 2012

f you have any information about these criminals, please report to the
authorities immediately.

Tel: 022. 23791619, Mob: +91. 9619122222 | +91. 8652012345
Email: atswantedaccused@gmail.com

Your name and details will be kept completely confidential. I D

.] https://www.facebook.com/blrcitypolice |

Let me walk you through this some city police handles and then [60KSat what kind of
things that they do on these handles. This is Bangalore City Police, Bangalore Traffic

Police, Facebook and Twitter page, fhiSliSia typical police | told you about traffic earlier
the other post that they could do I something like this which is cash reward of Rupees

10 lakh for helping them.
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Delhi Police

. Deihi Traffic Police

W
7 1 v
y: -
i
",‘~ We thank all those who posted their condolences and prayers on the death of
v Delhi Traffic Police Constable Mana Ram in response to the post of Spl. CP/Traffic. Some posts
sought more details of the incident and the action against the offenders. This is an

w548 8
= N ek || e
2, Constable Mana Ram of Traffic Unit lost his ffe yesterday in what can certainly not
& be called an accident when he signalled a car to follow the diversion pl... See More

Like - Comment - Share [5 54 Shares

&) 147 people like this.

View previous comments
Atul Arora please bring ane post in delhi pofice of saheed mana ram famiy

¥ person and demand heavy punishment for those person who killed one of the brave
soldier of delhi police

sos| Like

raffic Consf

affic Consta Praveen Kumar Panna It is not a time mour... What Mana Ram did deserves

‘ respect.. but this is only one extreme case of what happens daily in NCR. the

Upholding the finest growing armogance of local people, car owners or drivers... Everyone has chacha,
Taais ~ mama as ministers or poiice officiais..... See More
Like

n https://www.facebook.com/pages/Delhi-Traffic-Police/117817371573308




This is Delhi traffic. Again Delhi traffic, Twitter and Facebook pages. This is the kind of
post that the Delhi police also does in terms of traffic, in terms of actually appreciation of

their police force, their police officers.

(Refer Slide Time: 17:22)

Delhi fake account?

Interestingly, there is not only that these handles have been managed by these Police
Organizations, there are also fake handles that are being generated because of using of
social media by Police Organizations also. I think it is typical problem that [EChROIOGISES

like students who are taking this class should probably look at.

What are the ways to actually identify this kind of fake content? First of all even to
identify whether [iéfelare fake handles, 500 accounts which are doing the similar things
that the Delhi Traffic Police - doing or any other Police Organizations. Wherever
you are from meaning | am sure the cities like you are sitting in and looking at these
lectures you could probably look at whether the Police Organizations in your state, in
your city has a Facebook page or a Twitter page and see what kind of activities that they

are doing.

It will be interesting if some of you actually post about your own city or state police
organization activities on the forum. It will be interesting to look at what Police



Organizations are actually doing. Maybe, by looking at these topics for sometime you
will get a sense but | think if you are a localite you will probably also understand what is
going on. In this case, the slide that | have here which is Delhi Traffic Police -polize
is a fake account and there are many, many accounts like these for a different Police

Organizations.
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UP Police

TUBE, WHATSAPP
3 gife o fe 7 v

+ == The views expressed here'are PoioePr Cal's Spontaneous T8sponse
‘andoes not essentialy consttute the departmental version; stand o
poficy o that atter.
Lucknow - uppolica.gncin

1- ¥ Follow

Here is UP Police. UP Police also has a Facebook page and a Twitter page and they also
868 to be talking more about the activities in terms of traffic in terms of helping them
and in terms of generally ifieracting with the citizens.
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Hyderabad Police

Hyderabad Traffic Police

Hyderabad Traffic Police

In a medical emergency EVERY SECOND counts..Make way for the
ambulance...Save life...Empty Ambulance in emergency is also to pickup
emergency case so just Give Way to Ambulance which is in hurry to save

life......Admin HR |
Like - Comment - Share [3 40 Shares
4 146 people like this Top Comments ~

That is Hyderabad Police of course.
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© 9490616555

This is the Hyderabad Police recent Twitter handle; | just took the screenshot few
minutes before again. This is also a verified account; | will come back to this verified

account in few minutes. But I think let me just highlight [i@td verified account here is,



the blue tick mark next to Hyderabad Police here is the verified account; says that this

account is verified that is, Twitter fi@8 verified this is really the Hyderabad Police.

It is not that easy to get a verified account, not all accounts on Twitter are verified; only a
little fraction of users on Twitter are actually verified, | think it is about a million users
now. These verified accounts are very helpful because I think for Police Organizations to

say that who they are is actually very, very necessary.
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Hyderabad

hyderabadpolice

Joined February 2012

Just to show you this is Hyd City Police which is the real verified account, but as -
. actually accounts like Hyderabad police which does not even have profile picture
changed; this is called an egg profile in Twitter terms, and you can see this handle .
BE8R from 2012. Sometimes, this handle may not exist now Blif 1 think when (NihWere
analyizing) we keep track of some of these handles also.
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Gurgaon Police

L) Gurgaon Traffc Police
A~
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Sometimes, some states have taken the decision of all the states and all the city police
will have just one page, and then everybody will be posting content and interacting only
through that. Some organizations have taken the decision of having FUIGIPIE pages for at

the district level for different activities.
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Guwahati Police

. Guwahati City Police

Basistha Snatchers.. (10 photos|

& Guwahati City Police




Guwahati Police.
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Kolkata Police

m Kolkata Traffic Police

On 14th June 2014 at about 13.00hrs demonstration at
college Square, earlier procession will be taken out from
Sealdah & Howrah Rail Station, expected strength
3000/4000.

Tweets  Tweetsandr

Kolkata Police ‘

4

@ Kohatapolice s
If you see our vans a rockin, someone inside
is gettin a knockin!

@ voten
D : Pranning 2 party this weekend, need booze, hit the

Kolkata police

Kolkata and west bengal police 1 _4 https://twitter.com/KolkataPolice

Kolkata Police. I think Kolkata Police also there is a interesting handle [WRiCHNSIONthe
second from the top on the left which says Kolkata Police, fake Kolkata Police [ilitter;
- then a smiley. Therefore, there are these kind of problems where Police
Organizations handles have been fiifmicked, Mastibated to create accounts and see if you
can see it actually fi@§ at Kolkata Police; the profile picture that it is using is probably the
same as @legitimate Kolkata Police account also.
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Pune Police
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Pune Traffic Police
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Pune Police. Again Pune Traffic Police, Pune Police and it is actually very hard to verify,
even for us, even for anybody, even when you go to get your own cities or state police
pages as | said now, you yourself will find it hard to get the actual real account which
unless it is verified is going to be a very hard to actually justify or find out - they
are legitimate.

(Refer Slide Time: 21:54)

Jaipur Police

i Tratfic Police Jaipur

e Jaipur
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This is Traffic Police Jaipur.
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Like it or not but you are there!

Jaipur Police

CHERY
= L
e . t s Follow 0 + Follow

Teacher's Music CD DiggiLeaks

| am just giving you VUIREFGREMOURIOf some of the handles that we have found. The
thought here is that whether you like it or not, whether as citizens want to see their

accounts Police Organization accounts in these networks, the accounts are created like |

have taken police fiéfelateé many other polices; iESINOLCIEal Whether these are actually
the Police Organization handles.
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Multiple accounts

Mumbai Police
‘@mumbaicops

Protecting & serving Mumba - Keep updated with latest news on how
‘we are combating crime fear & disorder n the communty. Cal helpine
(100
Mumbaijncia - mumbaipoice maharashira gov.inindex asp

chetan gavali

A~ ¥ Foliow

delhi police
@dehipolice2

Here is a quick one in terms of Mumbai Police, at Mumbai cops, it iays protecting and
serving Mumbai; keep updated with latest news on how we are combating crime, fear
and disorder in the community. It is not clear whether it is a legitimate account. And then

there is Chetan Gavali at Mumbai Police, Delhi Police too there is a handle.
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Accounts in the country!

In an attempt to understand the comprehensive view of uszge of Online Social Media by Police organizations, we have deveioped this page with different Facebook and Twitter
hardles of various police organizations in the country. f you see any of the pages / handies are missing or erroneously inked to wrang pages / handies, piease let s know, we wil
be hapgy to fix f. Our bape is to create a True Positive dataset of al Social Media presence of police organizations. Please feel ree to write to pkaiitd.ac.n for any feedback /
suggestions / questions.

State Police organization with State/City  Facebook page Twitter handle

Andaman & Nicobar  Andaman Police - AndamanPolice Yet to be confirmed
Andhra Pradesh Andnra Police wdayBbaapsp Yet to be confirmed
Andira Pracesh Traffic Police icpolice Yet to be confirmed
Assam Assam Police Assam-Police-1447129722359%2 assam_police Taken from website
Assam Central Police District - Guwahati  CPDGuwahati - Yet to be confirmed
Assam Guwahati Police: Guwahati-City-Police-211606768891234 Yet to be confirmed
Bihar Patna Traffic Police: Pat Yet to be confirmed
Chandigarh Chandigarh Traffic Police trafficpolicechd Taken from website

Chandigarh Chandigarh ol Chandig Yet to be confirmed
Chhattisgarh Chhattisgarh Police Chattisgarh-police- 2709639296 19557 Taken from website

Chhattisgarh Durg Potice. Durg-Police-598102293653829 Taken from websit=

http://precog.iiitd.edu.in/research/osm-policing-india/handles.html




There are multiple handles like this. So, one thing when we were looking at these
handles we realized is that, hard to find out which is |Egjitimatenand which is not
legitimate. That is \MAENWWE created this page in capturing all the State Police
Organizations and City Organizations, their Facebook pages, Twitter handles and the

source from where we are actually getting this information.
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In 2 attempt to understand the comprehensive view of usage of Online Social Media by Police organizations, we have developed this page with different Facebook 2nd Twitter
handies of various police organizations n the country and acrass the world. National” tab will give all the accounts from India, and “Intermational” tab wil give handies from all.
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create a True Positive cataset of all Social Media presence of police organizations. Please feel free to write to pka@iitd.ac. i for any feedback / suggestions / questions.

National International

State ice organization with State/City Twitter handle Source

Andaman & Nicobar  Andaman Police - AndamanPolice Yet to be confirmed
Andhra Pradesh Andhra Police wdayBonapsp Yet to be confirmed
Andhra Pradesh Visakhapatnam Traffic Police visakhapatnamtrafficpolice . Yet to be confirmed
Assam Assam Police Assam-Police- 1471297223596 assam_solice Taken from website
Assam Central Police Distict - Guwahati  CPDGuwahat - Yet to be confirmed
Assam Guwahati Police Guwahati-City-Police-211606768891234 Yet to be confirmed
Bitar Patna Traffc Police PatnaTrafficPolice N Yet to be confirmed
Chandigarh Chandigarh Traffic Police: trafficpolicechd Taken from website
Chandigarh Chandigarh Police Chandigarh-Police-224891637660233 . Yet to be confirmed
Chnattisgarh Chnattisgarh Potice Chattisgar-police-270969529619557 . Taken from website
Chinattisgarh Durg Police Durg-Police-596102293633829 - Taken from website
Chiattisgarh Kabirdham Police KabirdhamPolicewd - Yet to be confirmed
Chhattisgarh Raipur Traffc Police raipurtrafficpolice Yet to be confirmed

So, now let me walk you through the website that | have just now mentioned which is
looking at different handles. If you see here, we have been capturing different State
Police Organizations, their Facebook pages and their Twitter handle. Source column is
basically to show that whether we were able to confirm whether this is the legitimate
handle.
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Sikim Sikiim Police: SidkimPolice sikkimpolice: Taken from website

Sikkim Traffic Sikkim Traffi Sk 30651346 . Yet to be confirmed

Tamil Nadu Chennai City Potice Chennai.Police chennaipolice_ Yet to be confirmed

Tamil Nadu Chennai Traffic Police chennaitrafficpolice ctpotice Yet to be confinmed

Telangana Hyderabad Traffic Police HYOTP HYDTraffic Taken from website

Telangana Hyderabad City Police hyderabadpolice hydcitypolice © Taken from website

Telangana PS Narayanguda Hyderabad City psnarayenguda Taken from website

Telangana State

Telangana Cyber Crime Police Hyderabad cybercrimepolice.go.in Taken from website
Telangana Cyberabad Police Commissionerate  Cyberabad-Police-Commissionerate-15647B0007078190 Yet to be confirmed
Telangana Cyberabad Traffic Police cyberabadtp Yet to be confirmed
Tripura Traffic Police Agartala Traffic-Police-Agartala-154008624746928 - Yet to be confirmed
Uttar Pradesh UP Police PR UpPolicePr uppolicepr Taken from website
Uttar Pradesh UP Traific Police - ] dintraffic Yet to be confinmed
Uttar Pradesh Igzone Lucknow Igzone-ucknow-160549427441397 Yet to be confirmed
Uttar Pradesh Noida Traffic Police noidatrafficpol Yet to be confirmed
Uttar Pradesh Agra Traffic Poilice Agrtraffic Yet to be confirmed
West Bengal Kolkata Traffic Police KolkataTrafficPolice KolkataPolice @ Taken from website
West Bengal West Bengal Police West-Bengal-Police-136547649780044 Yet to be confirmed

So you can clearly see there about 80 pages in 80 accounts, 80 rows in this page. You can
clearly see that there are only few of them which are verified, because verified is the only
way to actually confirm that this page is actually legitimately the Police Organization
page. And the other way that Police Organizations are doing is to connect the actual
website which is Delhi Police dot - dot in and probably link it to the actual Facebook
or Twitter handle from that page. This just helps us to confirm that the legitimate

Facebook page or Twitter handle.

You can see that there are only few of them are verified, Kolkata Police, Hyderabad City
Police, Bangalore City Police, Bangalore City Traffic, both of them in Facebook and
Twitter, and then Delhi Police and CP Delhi. We try keep this page updated if and when

we get to know that if there is any page which we are missing.

Again - any page that you think we are missing please let us now in the forum,
we will be actually happy. The idea here is for you to get a sense of how social media is
being used in - context. So, keeping the topic of the course in mind in terms of the
data collection analysis, let me show you how one can actually collect the data from
these social networks and actually do some analysis which could be very useful for

making some decisions.
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Here is a page that we have set up for sometime which is basically a list of pages that are
taken from the earlier page handles and then it is not only the link to those pages. So let

me show you.
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Assam Guwahati Police Guwahati-City-Police-211606768891234 - Yet to be confirmed
Bihar Patna Traffic Police PatnaTrafficPolice - Yet to be confinmed
Chandigarh Chandigarh Traffic Police rafficpolicechd - Taken from website
Chandigarh Chandigarh Police Chandigarh-Police-224891637660233 - Yet to be confirmed
Chhattisgarh Chnattisgarh Police Chattisgarh-police-270969929619557 - Taken from website
Chhattisgarh Durg Police: Durg-Police-598102293653829 - Taken from website
Chhattisgarh Kabirdham Police KabirdhamPolicekwd - Yet to be confirmed
Chhattisgarh Raipur Traffic Police raipurtrafficpolice . Yet to be confirmed
Dacra Nagar Hoveti  Dadra Nagar Havels Police Dadra-Nagar-Haveli-Police-505499769549523 . Yet to be confirmed
Daman & Diu Daman & Diu Police Force Daman-Diu-Police-Force-331699186534039 - Yet to be confinmed
Delhi Delhi Traffic Police diptraffic diptraffic Taken from website
Dethi Delhi Police for North East People  dpfe - Taken from website
Dethi Delhi Police DCP North depnorth DepNorthDelhi Yet to be confirmed
Dethi CP Delni . (’Oeln 9 Verified
Dethi Delni Police - DelniPolice & Verified
Deéhi Narcotics Control Bureau narcoticscontroloureauingia . Yet to be confinmed
Gujarat Abmedabad City Police anmedabadcitypolice - Taken from website
Gujarat Abmedabad Traffic Police AhmedabadTrafficPolice trafficpolice, AhdTraffic  Yet to be confirmed
i v e AT RO Gandhinagar Police grpolice GerPolice: Yet to be confirmed
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Here what we have done is we just have linked to these pages, it just opens up the CP
Delhi page for now from this link. Whereas, here what we did was we thought we should
collect the data and do analysis on the data itself. There is going to capture some things
that you have done in the tutorials which is taking data from these networks.



So now let me go to the Karnataka and let me go to Bangalore City Police to show you.
Essentially the India map on top is capturing all the handles that we have in the database
and from there if you click on a state it is going to take you to the state and show you all
the pages that are there in that state, from there you can go down, go to a specific
account. What | am doing here is, specifically looking at a Twitter handle of Bangalore
City Police, so here is the city police Twitter handle and we have also captured the actual
website which is @€ dot GOVMEBEIR which is useful for us.
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Now what we are looking at is the Facebook and you can go to Twitter also. In Facebook
if you remember in the tutorial we talked about data collection and so now collecting the
data from these accounts, putting them into the database from the json and doing the
graph right. So we are going to - some other graphs that we can actually pretty use.
Here if you see, you can actually zoom in to the data to see that how these handles have

been posting.
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For example here, it says let us look at it here, Bangalore City Police, the likes that they
got were 1 and then the post that they did was 12 and the comments that they got was 32.
This kind of gives the sense of how active these handles are. You could do interesting

analysis with these kinds of data from these social networks.

You have enough skills now in the course to collect such data and look at the data also.
This week even the course questions that we are going to be looking at for the course is
going to be based on something, some data that you can collect and some analysis that

you can do. So that gives you a good sense.
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Then let us look at only the post analysis, which is the post that they have done but if

they do, what filfiéididl they do, what post you can keep zooming into the data to look at,

what kind of post, when did they do, what number of posts they do. For example, here I

8ay8 in December 29-2014 they did 59 posts.
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Similarly, you could look at likes and comments also. This kind of gives you a good
sense of how these Police Organizations are using the data, how this data can be
collected, what analysis can be done, and [laifistité you can do more analysis with this
data - I am going to be also specifically talking about one specific set of questions
that \WEMNEFe trying to answer with the data that we collected from this social media

services for the Police Organizations.



